= PRIVACY
ADOR

t

h

ph

INFORMATION
TEGHNOLOGY
DEPARTMENT

Protectors of Personal

The IT Department is responsible for managing
technical systems and infrastructure that process
personal data across platforms, products, and
applications.

According to the DPDP framework, they are required to
ensure compliance with data protection requirements

by implementing technical safeguards, enforcing
access controls, and enabling secure processing of
personal data across systems and infrastructure.
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Data Processing

Requires processing personal
data within system-defined
purpose and consent scopes
using privacy-by-design and
privacy-by-default principles
embedded into application logic,
workflows, and automated
decision-making systems.

Data Collection

Requires enabling secure
ingestion of personal data

approved interfaces and
architectures, with technical
controls supporting consent
capture, purpose tagging,
and access restriction from
the point of entry.
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Data Storage

Requires storing personal data
using encryption, access controls,
logging, resilience, backup, and
recovery mechanisms to ensure
integrity, availability, and
auditability across primary
systems, replicas, and backups.

Data Erasure

Requires executing
automated, purpose-linked,
and inactivity-based deletion
workflows to ensure erasure
propagates across
production systems, backups,
logs, and connected
platforms, subject to lawful
retention requirements.

ACTIONS

Conduct periodic reviews of user,

particularly for systems processing
sensitive or high-risk personal data.

Enforce government-directed restrictions
on cross-border data transfers using
geo-fencing, routing controls, and access
limitations.

Restrict and monitor data exports,
downloads, APl access, and bulk queries
involving personal data through
technical controls.

administrator, and service account access,

Embed privacy-by-designh and
privacy-by-default principles into
system architecture, product design,
and application development lifecycles.

Provide system-level data flow
documentation, logs, and compliance
metrics to support legal and compliance

oversight, audits, and regulatory reporting.

Perform technical due diligence where the
organisation is designated a Significant
Data Fiduciary to ensure that algorithmic
or automated systems used for hosting,
publishing, or sharing data do not pose
risks to Data Principal rights.
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Follow us on social media channels for Data Privacy Day 2026 awareness content!
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